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With a focused research on AI, Hybrid Cloud, Quantum, Science

Accelerated Discovery Quantum Applications Quantum-Safe Crypto Exploratory Science

AI Foundation models AI Acceleration AI for Visual Inspection AI for Security

AI Hardware Quantum Technology Next-Generation Storage Hybrid Data Fabric
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Bring useful quantum 
computing to the world

Our mission

Make the world 
quantum safe
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IBM Cloud quantum services
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What do we need asymmetric cryptography for?

Nonrepudiation

To ensure that authorship 
can not be disputed.

Integrity

To ensure communication is not 
changed between entities.

Authentication

To identify the entities involved 
in a communication or 
transaction.

Confidentiality

To protect information from 
being disclosed to 
unauthorized entities.
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Our digital infrastructure depends on cryptography to provide the foundation for trusting digital ecosystems.





Development Roadmap IBM Quantum / © 2024 IBM Corporation
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https://csrc.nist.gov/Projects/post-quantum-cryptography


Globally, several recommendations for Post Quantum Cryptography are emerging 
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CANADA
Cyber Centre 
(2021) 

France 
ANSSI (2023) 

UK 
NCSC (2023)NL 

AVID (2023) 

Germany 
BSI (2024) 

Australia 
CTPCO (2021)
ASD (2023) 

S. Korea 
MSIT (2022)

China 
CACR (2020)

New Zealand
NZISM (2022) 

Japan 
CRYPTREC (2022)

Singapore 
MCI (2022)
MAS (2024)

United States
NIST (ongoing)
CNSA 2.0 (2022)

Spain 
CCN (2023)

EU Commission 
(2024) 
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https://media.defense.gov/2022/Sep/07/2003071834/-1/-1/0/CSA_CNSA_2.0_ALGORITHMS_.PDF
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